AIM, IIM AND NETWORK MANAGEMENT

Hitting
the target
A network infrastructure must meet current requirements
and be ready for future challenges. The documentation
and administration of networks is essential to this
and Rahul Rathod of Nexans explains how automated
infrastructure management (AIM) tools can help
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Networks everywhere, already
struggling to keep up, are under
increasing pressure. Trends driving this
include exploding bandwidth demand,
wireless technology developments,
a threefold increase in power over IP
networks, and convergence, as more
systems interconnect on IT Ethernet
infrastructures.

ON THE MOVE

In this fast moving environment, IT
managers are required to meet high
expectations, often with fewer resources
and staff. Services need to be deployed
rapidly by in-house or external teams.
Switch and port utilisation must be
optimised in order to maximise return on
investment and avoid overspending or
under-utilisation.
An up-to-date, full overview of physical
infrastructure, including all devices, ports
and structured cabling, make it easier
to use and control the network more
efficiently, and manage costs. For capacity
optimisation and security, you need to
know which device is available where, and

whether it has been authorised. Switches
need to be mapped accurately to network
outlets, and this information must be
current and easily accessible for planning,
troubleshooting and repairs.

MIDDLE MANAGEMENT

Tasks need to be automated and centrally
managed. This reduces operational
costs, improves asset management and
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utilisation, and makes deploying new
services easier. Most traditional methods
such as spreadsheets, Visio, SharePoint
and software documentation tools don’t
have the capability to diagnose and quickly
resolve problems. They also increase the
risk of error, which could have serious
consequences for organisations in terms
of higher costs, lost business, reputational
damage or poor customer service.
Troubleshooting also takes significantly
longer, as ports need to be traced to
outlets, and implementing and testing
moves, adds, and changes (MACs) can be
extremely challenging, especially as port
densities and the
number of physical
connections
increases. 80 per
cent of the time
spent on problems
is spent finding
the problem. This
extends downtime
unnecessarily,
leading to high
mean time to
repair (MTTR) and
increased risk of
disconnecting
devices or
applications.

NO GUARANTEES

Traditional documentation tools do not
guarantee the efficiency and 100 per
cent accuracy of updated physical layer
documentation provided by AIM.
AIM provides a link between the
physical and logical layer of the network.
It automates cabling infrastructure
documentation and offers an accurate,
up-to-date overview of what is connected

where on the network and allows fast
and easy detection, monitoring and
provisioning of connectivity, while
reducing downtime. Non-automated
solutions don’t provide this clear picture
of the current network status and history
including all connected devices.
AIM doesn’t replace network
management systems, which don’t drill
down to the level of structured cabling and
individual switch ports. Instead, AIM can
work together with network management,
allowing fast and easy monitoring and
managing, benefitting end users and
service providers. AIM ensures network
managers are completely aware of how
the network is physically laid out and can
manage and control the network remotely,
improving performance in identifying
errors and significantly reducing failures.

LOOK BEFORE YOU LEAP

Here’s what you should you look for in an
AIM system:
• Compliance
Until recently there was no precise
definition of what an AIM should be
capable of. With the publication of ISO/
IEC 18598 there is now a clear definition
of AIM systems. This not only defines
the scope of AIM but also addresses
the requirements for a management
solution to be called an AIM solution.
Furthermore, the ISO/IEC 14763-2
standard recommends electronic record
keeping in certain types of installations. An
AIM solution should guarantee compliance
with these standards.
• Documentation
IT is the most frequently outsourced
service, but often cabling infrastructure
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management is disregarded. Cabling
on purchasing and managing new
only works as intended if you have a
network switches each year and, if they’re
uniform way of storing and transferring
outsourcing IT, pay for management of
information. Introducing AIM means
unused switch ports. If ports are forgotten,
always having current info about every
unused or overpopulated it can take
network device, as well as a useful
a lot of time and effort to find circuit
(historical) database.
information and identify end locations
Faults are easier to trace, as there is
when provisioning new IT services or
an accurate record of the condition of
carrying out network maintenance without
the infrastructure
disruption.
before the fault
‘AIM can work
occurred. When an
• Security and automatic
together with network
incident is resolved
routing suggestions
it is documented,
Existing management
management,
making auditing less
software or network
allowing fast and
time consuming
management systems are
easy monitoring and
and costly. What’s
not designed to identify
more, knowledge of
the exact physical location
managing, benefitting
cabling infrastructure
of a device. They can only
end users and service
documentation
detect the connection
providers.’
doesn’t leave with
and provide information
a person or team.
about rogue devices at
Decreased mean
the logical level through IP
time to repair (MTTR) means staff can
address and MAC addresses. This intrusion
focus on key tasks, helping improve overall detection capability is performed at the
efficiency and productivity.
logical layer of the network. The user
can always decide to authorise the new
• Network port utilisation
connection or investigate further if it is
Poor network overviews can mean excess deemed a rogue connection. With AIM,
capital and operational expenditure.
when rogue devices crop up, you’ll know
Organisations may spend a lot of money
their precise location on the physical layer!

DEFINING
MOMENT

During MACs the IT
administrator often
needs to provide
services by complying
with a service level
agreement (SLA).
For this to happen,
the IT admin must be
aware of the network
details such as VLAN,
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availability of switch ports or end user
outlets at room or desk level, as well as
the available capacity of infrastructure
resources etc. Network management
systems and switch management software
cannot suggest routing paths between
physical cabling infrastructure during
MACs and can’t define critical circuits.
An AIM solution should allow you to
automatically detect (dis)connects on the
network, log current network changes,
map end-to-end circuits to locations, share
network documentation and optimise
port utilisation. A single dashboard should
show new and unauthorised devices,
illegal patches, unused patched ports and
instances of multiple devices on ports.

DIFFERENT STROKES

With AIM, IT managers benefit from real
time physical layer documentation and
can remotely monitor infrastructure
performance. MACs can be planned,
downtime reduced, security enhanced
and IT resources efficiently utilised
for troubleshooting. Also, reports and
dashboards enable informed decisions
to reduce capital and operational
expenditure.
Data centre managers can trace
circuits end-to-end, flag disconnects,
find available rack space and make sure
redundant and load balancing circuits are
connected. Service operators and teams
benefit from the fact that they can access
dashboards and receive notifications
easily and conveniently across different
platforms and devices. Change logs and
work orders are recorded, making audits
and troubleshooting easy, while knowledge
transfer and provisioning also become
simplified. Meanwhile, end users enjoy
faster service response, reduced
MTTR, increased network availability,

improved security and data process
compliance support.

MUST HAVE

Complex, constantly evolving systems
need to automate monitoring, control,
asset management and utilisation, and
service deployments. To satisfy compliance
and legal requirements you also need
status reports, trend analyses and audit
trails. AIM can help realise this and makes
it significantly easier to make informed
decisions about expansions. What’s more,
centralised server, network and storage
management means faster and easier
maintenance and shorter response times.
Material and energy consumption can be
optimised and you can save resources.
In short, AIM is no longer a ‘nice to
have’, but a ‘must have’ for managing and
controlling physical networks.
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